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*Note- Before reading about the topic you must check the link mentioned below, which will
help you in understanding the topics. 
You can download this or if you do not have facility to get printout then you can ask your
ward to copy it in a simple notebook and must do exercise in the notebook.

 Link : https://www.youtube.com/watch?v=AJM8tzeJ4TE

1. Cybercrime: Any criminal offense that is facilitated by, or involves the use of, electronic 

communications or information systems, including any electronic device, computer, or the 

internet is referred to as Cybercrime.

The term Cybercrime is a general term that covers crimes like phishing, credit car frauds, 

illegal downloading, industrial espionage, child pornography, cyber bullying, cyber stalking, 

cyber terrorism, creation and/or distribution of viruses, spam and so on.

Some common Cybercrimes are:

1.1. Cyber Trolls:  Trolls are visitors who leave inflammatory comments in public

comment sections. Whether they comment on blog posts or online news sites, they

are looking the grab attention of other visitors and disrupt discussions that would

otherwise be about the page’s content. Trolls do this by posting comments that are

hateful, racist, sexiest or profane.

Troll Aims: Internet Trolls seek attention. They want to shift attention from author’s

content and conversations about the content onto themselves. They want responses

to  their  inflammatory  comments  from  the  original  author  as  well  as  other

commenters.

1.2. Cyber  Bullying: Whereas  trolls  focus  on  being  a  nuisance  to  online

communities,  cyberbullies  target  individuals.  Rather  than  post  generally

inflammatory statements, they post vicious things about a single person with a goal

of  shaming or  intimidation.  This  could take the form of  mean-spirited messages,

private pictures or private video concerning the individual the bully is targeting. They

could  post  the  information  publicly  or  send it  only  to  their  target  as  a  form of

taunting.

Cyberbullying  Aims:  While  trolls  try  to  attract  attention  themselves,  cyberbullies

want  to  demean  and  hurt  their  victims.  Cyberbullies  do  not  want  attention  for

themselves, but negative attention on their victim. All they want is to cause distress

for their victim.

https://www.youtube.com/watch?v=AJM8tzeJ4TE


1.3. Cyber Stalking: Doing research on every aspects of the person’s life.

Cyber stalkers often do this to trouble their victims:

 They collect all personal information about the victims such as name, family

background, telephone numbers of residence and workplace, daily routine of

the victim, address of residence and place of work, date of birth etc.

 People of all kind from nook and corner of the world, who come across this

information, start calling the victim at his/her residence and/or workplace for

many obscene reasons.

 Some stalkers keep on sending repeated e-mails asking for various kinds of

favors or threaten the victim.

 Some  stalkers  subscribe  the  e-mail  account  of  the  victim to  innumerable

obscene or illegal sites because of which victim starts receiving such kind of

unsolicited e-mails.

1.4. Spreading Rumours Online: People often think that they can make a fake

profile with some different name and do anything online and will  not be caught.

Through such fake profiles, people sometimes indulge in posting false information on

social  media,  or  comments  that  could  hurt  others  or  spread  rumours  that  may

trigger panic or hurt religious sentiments of other people including into clashes and

even rites.

Spreading  rumours  online  is  a  cybercrime  and  is  a  punishable  offence.  As  per

information technology Act of  India,  Publishing/Circulation of Rumours,  especially

hurting  religious  sentiments  is  a  cybercrime  and  it  may  invite  a  fine  with

imprisonment extendable up to three years.

2. Reporting Cybercrime: If any cybercrime happens, one must report it firstly to parents,

school authorities and then to police. The procedure for reporting cybercrimes is more

or less the same as for reporting any other kind of offence. 

That is, to report a cybercrime:

 The  local  police  station  can  be  approached  for  filing  complaints  just  as  the

cybercrime cells specially designated with the jurisdiction to register complaint.

 In addition, provisions have now been made for filling of ‘E-FIR’ in most of the states.

 In addition, the Ministry of Home Affairs is also launching a website for registering

crimes against women and children online including cybercrimes.

The  Information  Technology  Act  categorically  provides  that  a  cybercrime  has  global

jurisdiction, meaning that the crime may be reported in the Cyber Crime Units of any city,

irrespective of the place where the act was committed.

3. Common Social Networking Sites:

A Social networking site is a web application or online platform where people can setup

their public profile and make connections with other online people called  online friends.

There are many social networking sites.



3.1. Facebook:  It is a platform to setup your page where we can share your ideas in the

form of posts,  share your photos, video etc. Through Facebook we can connect with

other Facebook users and exchange messages, post etc. It allows us to view the posts,

images and videos shared by our friends, and provide options to like it or comment on it,

etc.

3.2. Twitter: It is microblogging site which allows to post very small messages.

3.3. LinkedIn: It is a social network for professionals. It provides features to make profiles

look sort of detailed resumes, with sections for work experience, education, volunteer

work, certifications, awards and all sorts of other relevant work-related information.

3.4. Instagram: It is one of the most popular social networks for online photo sharing. It

offers features like sharing real-time photos and short videos while on the go.

                                                              

Worksheet 3

1. What is cybercrime? (Ans: Refer section 1.0)

2. How you can report Cybercrime? (Ans: Refer section 2.0)

3. What is the difference between Cyber Troll and Cyber bullying? (Ans: Refer section

1.1 & 1.2)

4. What do you understand by social networking sites? (Ans: Refer section 3.0)

5. What is Troll? (Ans: Refer section 1.1)

6. Nivedita has recently shifted to new city and new school. She does nit know many

people in her new city and school. But all of a sudden, someone is posting negative,

demeaning comments on her social networking profiles, school site’s forum etc.

She is also getting repeated mails from unknown people. Every time she goes online,

she finds someone chasing her online.

(a) What is the happening to Nivedita? (Ans: Refer section 1.1 & 1.2)

(b) What action should she taken to stop them? (Ans: Refer section 2.0)


